
END TO END QOS IN A WIRELESS WORLD
How can reliability be ensured on the WLAN? 

As mining operations adopted IP networking technologies, technologists tasked with 
maintaining control systems which were originally very proprietary found themselves instead 
in the role of the network engineer. 

Wi-Fi soon found its way into these operations, such as the surface office and milling 
environments, as well as underground. Over time, these networks converged to support the 
control systems alongside the enterprise systems of desktop and notebook computers, voice 
over IP (wired and wireless), and RTLS. 

In 2013, I had been working with potash mines for several years, and had a few years of 
experience deploying Cisco WLANs. A concern had developed, namely, how could high 
reliability be ensured over the networks, especially the wireless medium with its large 
contention domains and half duplex operation? I was asked to develop a basic QoS policy for 
the wired and wireless infrastructure that could be used as a template for all switch and 
wireless controller deployments going forward. 

Thankfully, I had learned much from studying the CWNA and CCNP Wireless materials, and had 
a reasonable grasp on DSCP, CoS, and how wired and wireless QoS interacted. The existing 
WLANs included a VoIP WLAN for Cisco 7925 wireless handsets and a data WLAN for notebook 
computers and tablets.  

I focused on ensuring consistent marking and categorization along the transit path. I 
suggested appropriate configurations for switch interfaces connecting to WLCs and wireless 
access points (APs). Configurations were also outlined for trunk ports, routed ports, transit 
VLANs, wired phone ports, and ports connected to other devices requiring prioritization.  

At a very simple level the EDCA access method provides a way for 802.11 STAs to prioritize 
access to the wireless medium by affording different contention window and slot time ranges 
to different priorities of traffic. QoS STAs use the EDCA access method to increase the 
likelihood of winning the arbitration process to access the air and send packets before lower 
priorities, but are also expected, as laid out in the Wireless Multimedia (WMM) certification, 
to mark a layer 2 User Priority (UP) in the traffic indicator subfield of the QoS control field in 
QoS data frames to indicate a QoS priority for those frames. The 7925 handset marks voice 
payload frames with UP 6, as well as DSCP EF in the layer 3 IP packet. In testing the 
configurations, I also discovered that some QoS STAs (like an iPhone in one, example) 
requested WMM priority but did not similarly mark DSCP at layer 3; which could prevent 
prioritization from being carried over once a frame reached the wired LAN. 

APs would receive these frames and encapsulate them in CAPWAP to send to the WLC. APs 
map the WMM user priorities to QoS markings in the outer CAPWAP headers, but limit those 
markings according to QoS profiles defined on the WLC. This ensures that higher priorities 
than what the IT staff intend are not granted to "misbehaving" applications which request 
higher priority. The same limits are in place for frames forwarded from the WLC to the AP, 
destined for QoS STAs. 

Connected to access ports with the WLANs centrally switched by the WLC, layer 2 802.1p tags 
were not present on these links, so I configured the switches to trust DSCP markings from the 



APs, ensuring priority treatment for WLAN frames in transit from the AP to the WLC tunneled 
in CAPWAP and destined for the wired LAN.  

The WLC integration service would take the 802.11 WLAN frames and repackage the payload 
into an 802.3 Ethernet frame for forwarding to the wired LAN, and at the same time map the 
WMM user priority to both 802.1p CoS and IP DSCP values, again capping the 802.1p marking 
to the value specified in the QoS profile for the WLAN. The DSCP markings originally set by 
the wireless device are left intact, so trusting CoS on the switch ports ensures again that QoS 
priority is only granted up to the maximum level defined by the IT staff. 

On the WLC, several configurations were implemented to influence the QoS behaviour of the 
WLAN infrastructure. The QoS profiles were assigned to the WLANs, VoIP assigned to the 
Platinum profile and maximum CoS of 5. The data WLAN was assigned to the Silver profile and 
CoS 4. Suggestions were to assign guest and scavenger/best effort WLANs to the Bronze 
profile, limited to CoS 1. 

I recommended requiring WMM on the voice WLAN, and enabling the Cisco proprietary call 
admission control (CAC) IE since only Cisco phones were in use on the WLAN. I noted that 
requiring WMM on the WLAN SSID would prevent non-WMM (non-QoS) STAs from associating to 
that WLAN SSID. In this case, all of the STAs were the WMM capable 7925 handsets.  

TSPEC was also configured for both bands. TSPEC is a function enabled by QoS action frames, 
and the TSPEC element in these frames allow QoS STAs to inform an AP of the QoS 
requirements of a traffic flow via ADDTS request frames. The AP can then grant or deny the 
requested service based on current AP loads, with an ADDTS response. If the request is 
granted, the AP schedules a service period for the STA, allowing it to send a traffic burst for a 
defined period. 

As a final verification, we set up an unencrypted WLAN and captured traffic over the air and 
on the WLC switchports to verify the WMM to CoS and DSCP mappings, comparing an iPhone to 
the 7925 handset. While both QoS STAs employed EDCA to access the WLAN, the lack of layer 
3 DSCP markings on the iPhone traffic meant that prioritization would be lost if frames ever 
crossed a link without layer 2 markings. 

I learned a great deal from this project by combining what I had learned from CWNA and 
CCNP Wireless with in depth packet captures that reinforced the concepts of QoS and medium 
access methods. 


